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From Chief of Naval Personnel

Subj : BUREAU OF NAVAL PERSONNEL ( BUPERS) | NFORVATI ON SYSTEMS
SECURI TY (| NFOSEC) PROGRAM

Ref : (a)
(b)
(c)
(d)
(e)
(f)
(9)

Encl: (1)

(7)
(8)
(9)

Comput er Security Act of 1987 (Public Law 100-235)
OVB G rcular No. A-130 of 8 Feb 96
DODD 5200. 28 of 21 Mar 88

SECNAVI NST 5239. 3

OPNAVI NST 5239. 1B

SECNAVI NST 5000. 2B

SECNAVI NST 5510. 36

DOD 5500. 7-R, of Aug 93

DODI 5200. 40 of 30 Dec 97

SECNAVI NST 5214. 2B

SECNAVI NST 5720. 44A

OPNAVI NST C5510. 93 ( NOTAL)

Al'S Security Procedures and Policies

BUPERS Activity Information Systens Security Plan
(1 SSP)

NAVPERS 5239/ 3 (Rev 2-98), BUPERS LAN Externa
Communi cat i ons Access Request,

| NFOSEC Trai ning Qutline

| NFOSEC War ni ng Screen

NAVPERS 5239/1 (Rev 2-98), BUPERS Aut omat ed

I nformati on System (AI'S) Security Incident Report
NAVPERS 5239/ 4( Rev 4-99), PERSNET LAN Account
Request

NAVPERS 5239/5 (12-00), Personally-owned Conputer
Har dwar e/ Sof t war e User Agreenent

NAVPERS 5239/6 (01-01), Secret Internet Protocol
Rout er Networ k (SIPRNET) LAN Account Request

1. Purpose. To provide conprehensive command security policy
and to establish and inplenment an | NFOSEC programto neet

requi renents of references (a) through (I). This instruction
has been revised substantially and should be reviewed in its

entirety.
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2. Cancel | ati on. BUPERSI NST 5239. 1A

3. Background. References (a) through (1) direct each agency
to inplenent and naintain an Automated Infornmation Systens (AlYS)
security programto assure that adequate security is provided
for all information coll ected, processed, transmtted, stored,

or dissem nated in general support systens and nmj or
applications. Former BUPERS directives for AIS systens did not

i ncl ude gui dance for protection of Local Area Networks (LANs) or
Wde Area Networks (WANs). Wth technol ogi cal advancenents in
comuni cati ons has cone increased danger of |osing sensitive
data and ultimately crippling our organization through
vulnerabilities in these systens. This policy is designed to
bring these vulnerabilities to a level of risk that will protect
our resources wthout unduly inpeding production. Al sensitive
but uncl assified systens nust be safeguarded so that such
information is only accessed by authorized persons, is used only
for its intended purpose, retains its content integrity, and is
mar ked properly as required. As stated in Information Assurance
(I'A) Pub-5239-15, the nature of the Departnent of the Navy (DON)
m ssi on, acconpani ed by connectivity and data aggregation

i ssues, has led to the determ nation that all DON uncl assified
systens are sensitive.

4. Scope. Chief of Naval Personnel (CHNAVPERS) is responsible
for ensuring conpliance with the DON | NFOSEC program i dentified
in references (d) and (e).

5. Policy. Utimte responsibility for security of BUPERS
information systens and data rests with the Desi gnated Approving
Aut hority (DAA). Organizational heads are responsible for
ensuring their enployees conply with this policy and use the
Internet for official governnent business and ot her authorized
purposes only. Individual users will be held accountable for
their use and Internet access. Unless access to an external or
internal function or systemis specifically allowed, the
function or systemaccess is not allowed. Allowng only the

m ni nrum set of accesses ensures that if users nake m stakes, or
if intruders succeed in masquerading as legitinmate users, the
scope of the potential danmage is limted. Enclosure (1)

provi des additional AlS security procedures and policies.
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a. Violations of this instruction include, but are not
limted to use of Internet/E-Miil for other than official
busi ness or other authorized purposes and possessi on or use of
ganes or other entertai nnent software on a gover nnent
wor kstation. Infractions will be charged under the Manual for
Courts-Martial (MCM for mlitary personnel. Renedies for
di sciplinary action against civilian enpl oyees who are in
viol ation could be reprimnd, suspension, or renoval depending
on mtigating or aggravating factors. The appropriate contract
delivery order “Standards Enforcenment” sections applies for
contractor personnel.

b. Copyright and Licensing. Purchased/|icensed software
w Il be used per vendor's established copyright/license
provi sions. Command personnel nmay be held |iable for any
i nfringenment of copyrighted software |icensing agreenents per |A
Pub- 5239- 29.

c. Mnitoring. Only security-appointed personnel,
I nformation Systens Security Manager (1SSM, Information System
Security Oficers (1SSCs), Network Security Oficers (NSGs), and
system adm ni strators are authorized to nonitor AlSs.
Monitoring will be conducted per | A Pub-5239-08 and to the
extent necessary to ensure that only official governnent
busi ness and ot her authorized purposes are conduct ed.

6. Responsibilities

a. Commander s/ Commandi ng O ficers (COs)/ O ficers-in-Charge
(AOCs). The commander/CO O Cis the DAA. DAAis the official
with authority to accredit all AI'S for which they are the DAA
and grant InterimAuthority to Operate (I1ATO for all systens
not accredited and in addition is responsible for

(1) ensuring the devel opnment of an | NFOSEC programto
provi de adequate security to protect all AI'S and ensure
conpliance wth the DON Security program

(2) appointing an ISSMin witing to act as the focal
point for all I NFOSEC matters.

(3) ensuring that contract specifications for A'S
equi pnent, software, maintenance and professional service
satisfy the I NFOSEC requirenents.
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(4) ensuring that security requirenents are included in
Life Cycle Managenent (LCM docunentation as required in
reference |(d). Security will be built into the system whenever
possible, to relieve the users of assessing and devel opi ng
security for the system

b. 1SSM The I1SSMw || performtheir duties as delineated
in I A Pub-5239-04 and as indicated bel ow.

(1) Coordinate with the command security manager on
matters concerning | NFOSEC to conply with references (d), (e)
and (g).

(2) Ensure that an Information Systens Security Pl an
(I1'SSP) and accreditation schedul e are devel oped and nai nt ai ned.

(3) Ensure that 1SSO and Termi nal Area Security Oficers
(TASO are appointed in witing where applicable.

(4) Ensure accreditation support docunmentation is
devel oped and nmi ntai ned including R sk Assessnent, Security
Test & Evaluation (ST&E), and a contingency plan.

(5) Ensure applicable Security Operating Procedures
(SOPs) are established for all departnents and divisions.

(6) Coordinate requests for Transient Electro-Mgnetic
Pul se Emanati on Standard ( TEMPEST) surveys and zoni ng per
reference (.

(7) Ensure all security incidents or violations are
i nvestigated, docunented, and reported to proper authority
(i.e., command security manager; CQO O C, Conmander, Naval
Comput er Tel ecommuni cati ons Comand ( COVNAVCOMTELCOM) ; etc.).

(8) Conduct periodic checks to ensure | NFOSEC
requirenents are met. As a mninmm checks will be perforned
annual |y or when the conmand' s security posture changes.

(9) Ensure configuration nmanagenent of all command
har dwar e and sof t war e.

(10) Ensure all users are given annual | NFOSEC training.



BUPERSI NST 5239. 1B
5 Apr 2001

(11) Monitor AI'S procurenents for security inmpact to
ensure conpliance with security requirenents.

c. |1SSO Each departnment or division will appoint an | SSO

| SSOwi Il performtheir duties per | A Pub-5239-07 and as
i ndi cat ed bel ow.

(1) Coordinate with the 1SSM all actions on nmatters
concer ni ng | NFOSEC.

(2) Ensure that personnel security procedures are
devel oped and i npl enent ed.

(3) Ensure that all I NFOSEC i ncidents or violations are
properly investigated, docunented, and reported to the | SSM

(4) Monitor systemactivity by conducting periodic
checks to ensure command security policies and procedures are
fol | owed.

(5) Develop and submit an | SSP for each ngjor
application and general support system under their cognizance to
the SSM CGui dance for developing an ISSP is provided in
enclosure |(2). The ISSP will be included with the certification
and accreditation process.

d. NSO The sponsoring Directorate of each network wll
appoint the NSOin witing. The NSOw Il performtheir duties
per | A Pub-5239-08 and as indicated bel ow

(1) Ensure that counterneasures and security
requi renents are inplenented for each node of the network.
Ensure a Menorandum of Agreenent (MOA)/ Menorandum of
Understanding (MOU) for security is established with each
node/term nal |located in another activity and inplenented before
the node/termnal is connected to the network.

(2) Ensure and pronul gate the standard security
procedures governi ng network operations.

(3) Ensure that security neasures and procedures used at
network nodes fully support the security integrity of the
net wor k.
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(4) Maintain liaison with the 1 SSM and all |SSGs and
TASGs in the network.

e. TASO The cogni zant officer for each renote site that

has a term nal connection to a network will designate a TASO in
witing. TASOis the representative of the ISSOin matters
pertaining to security of each termnal. TASOw |l enforce

applicabl e security requirenents inplenented by the ISSMin the
Standard Operating Instruction.

f. Users. Al AIS users and their responsible supervisors
will famliarize thenselves with the contents of this
instruction. Al users will ensure the follow ng procedures are
strictly adhered to:

(1) Each user will turn off their conputer prior to
securing for the day.

(2) No user will leave a termnal |ogged onto the
network while away fromtheir workstation

(3) No user will gain access on a term nal by other than
their owm login identification.

(4) Al users are responsible for guarding their
password and ensuring that it is not divulged to anyone.

(5) No user will attenpt to performany function for
whi ch they are not authorized or trained to perform

(6) In the event of a conprom se or password failure,
the user nust notify their 1SSO or the ISSMinmediately in order
that appropriate and tinely action may be taken.

(7) Supervisors will notify their [SSO or the |ISSM when
subordinates are disqualified as authorized users due to
transfer, term nation, job change, or other cause.

7. Action. BUPERS, BUPERS clainmant activities, BUPERS
sponsored contractors, and activities |ocated at the Navy Annex
(FOB #2) will adhere to the policies and procedures in this

i nstruction.
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8. Report and Forns

a. Report. Reference |(J)| exenpts reporting requirenent(s)
contained in paragraph 5p fromreports control.

b. Forns. The following forns may be reproduced | ocally or
can be obtained fromthe BUPERS | SSM

(1) NAVPERS 5239/1 (Rev 2-98), BUPERS Al'S Security
I nci dent Report.

(2) NAVPERS 5239/3 (Rev 2-98), BUPERS LAN Ext er nal
Communi cat i ons Access Request.

(3) NAVPERS 5239/4 (Rev 4-99), PERSNET LAN Account
Request .

(4) NAVPERS 5239/5 (Rev. 12-00), Personally-owned
Personal Digital Assistant (PDA) User Agreenent.

(5) NAVPERS 5239/6 (01-01) Secret Internet Protocol
Rout er Network (SIPRNET) LAN Account Request.

M \
G L. HOEW NG

Rear Admral, U S. Navy
Deputy Chi ef of Naval Personnel

Di stribution:
SNDL A3 (CNO) (N1T, N10, N12, and N13 only)
FJA (Shore Activities under the Command of CHNAVPERS)
FJB1 ( COWAVCRU TCOM
BUPERSI NST 5218. 3E
1A Chief, Special Assistants, Staff Ofice Drectors,
and Assistant Chiefs
1B Division Directors, Staff Ofice Directors, and
Speci al Assistants to ACNPs
2A Branch/ Staff O fice Heads, and Special Assistants to
Division Directors

Copy to:
SNDL C55A (DAPMA San Di ego and Nor f ol k)
C55F ( NAVALA)
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Al'S SECURI TY PROCEDURES AND PCLI Cl ES

1. Access Warning. The | NFOSEC Warni ng Screen, enclosure [(5)}
nmust be di splayed on all conputer systens (network or

stand-al one) prior to a successful login. The warning screen
wll include a statenent that the use of Departnent of Defense
(DOD) conputer systemconstitutes consent to nonitoring at al
times. It will also state that if unauthorized activity is
identified, the user is subject to disciplinary action.

2. LAN Access. Prior to connection to BUPERS LAN all users
must submt a PERSNET LAN Account Request, enclosure (7)), to
their | SSO

3. Passwords. Passwords should not be in the dictionary,
shoul d not be any pernutation of one’s nanme, and should not be a
birth date. Passwords nust be a m ni num of eight or a maxi num
of fifteen characters in length; not representing words, nanes,
or phrases; and nust contain a conbination of letters, nunbers,
and speci al characters, such as the "&" sign. Users are not to
share passwords nor keep passwords in unsecured |ocations, such
as on witten notes, hard disk storage lists, or script files.
The host comruni cations network will allow three attenpts to
enter correct identification and password. Follow ng three
failed attenpts, the host conmunications network will term nate
connection and | ock the user out of the system Passwords nust
be changed every 3 nonths.

4. Electronic Mail (E-Mail). E-Mail will be used only for

of ficial business or other authorized purposes. E-Miil wll be
routed through mai n conmuni cation server firewalls, e.g.,
gateway, bridge, router, or brouter, to detect and prevent

unaut hori zed events, including but not limted to hacking,

unaut hori zed access, technol ogical attacks, virus attacks,

i npersonation, network penetration, destruction of information,
and browsing. Sensitive unclassified information shall only be
sent to authorized recipients.

a. Command personnel are responsible for considering the
ef fect of data aggregation when determ ning sensitivity of
information. Sone el enments, when consi dered separately, may be
of relatively low sensitivity; however, when consi dered
collectively, these sane el enents becone nore sensitive to
unaut hori zed di scl osure/ nodi fication. These effects of the

Encl osure (1)
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information will be considered before transm ssion of E-Mil.
Command personnel are responsible for ensuring that appropriate
| abel s and statenents are applied (i.e., Privacy Act, For
Oficial Use Only, etc.) prior to transmssion. Detailed

gui dance on proper use of |abels and statenents can be obtained
via the conmmand | SSM

b. Copies of E-Mail transm ssions are subject to possible
rel ease under the Freedom of Information Act (FOA) and
di scovery in litigation. They are also subject to records
retention requirenments of the Federal Records Act.

c. E-Mail systemis not to be used for unprofessional or
derogatory personal remarks that are directed toward an
i ndi vi dual or groups of individuals. Transm ssion of
por nographic or sexually explicit materials or materials
cont ai ni ng profane or unprofessional |anguage, questionable
hunor, or for sexual harassnent is strictly prohibited. E-Mil
shoul d be treated as an "official" work product. E-Mai
frequently receives a wder distribution and may be kept | onger
than the author intends. Comunication with an associ ate that
may be reasonable in a phone call or personal conversation may
not be reasonable to commt to witing either electronically or
in hard copy form E-Mail should not be used to conduct an
argunment or to make comments that could be considered | ess than
pr of essi onal .

d. E-Miil systemis not to be used for chain letters or
advertisenent of private or social interests, or distribution of
j okes or ganes. Any chain letter or advertisenent received
shoul d not be forwarded, and should be del eted upon receipt.

e. Any infractions of the E-Mail systemw |l be i mrediately
reported to the I SSO

f. Only authorized individuals have the use of address
groups, such as “All LAN Users,” created to broadcast and
distribute mail to command-w de, global, or other external
addresses. All other users who require mail broadcasting nust
receive witten permssion fromtheir division director or
deputy director. In their absence, witten perm ssion nust be
obt ai ned fromthe code-designated | SSO Managenent and use of
address groups created to dissemnate information within an
office, unit, section, branch, division, or departnent is the

2 Encl osure (1)
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responsibility of the specific office, unit, section, branch,
di vi sion, or departnent.

5. Internet Wb Browsing. Internet usage will be for official
gover nment busi ness or other authorized purposes only. Users
w Il not access Internet Wb sites whose contents m ght be
consi dered pornographic. Users are prohibited from

downl oadi ng/ di spl aying any naterial that is considered

por nographic or offensive in nature, including all audio and
visual material. Users will not access or downl oad from
Internet Web sites with content that nay pronote racism
bigotry, or anti-semtism Users will not conduct or pronote
private business enterprises from governnent systens.

a. BUPERS provides authorized users with access to
uncl assified public networks for the sole purpose of
comuni cation that is directly related to official unclassified
gover nment busi ness and ot her authorized purposes. Any
violation of the following can result in disciplinary or
adm ni strative action. Per reference (h) perm ssible use of the
I nt ernet enhances the users' professional skills and thus serves
a legitimate public interest. Perm ssible uses are defined to
include all uses not prohibited by |law, regulation, instruction,
or command policy. Perm ssible uses indicated by reference (h)
generally require supervisor’s perm ssion. Prohibited uses
i ncl ude

(1) introducing classified information into an
uncl assified system or environnent.

(2) accessing, storing, processing, displaying,
distributing, transmtting, or viewng material that is
por nographic, racist, pronotive of hate crinmes, or subversive in
nat ure.

(3) storing, accessing, processing, or distributing
classified, proprietary, sensitive, "For Oficial Use Only"
(FOUO), or Privacy Act protected information in violation of
established security and information rel ease policies.

(4) obtaining, installing, copying, pasting,
transferring, or using software or other nmaterials obtained in
viol ation of the appropriate vendor's patent, copyright, trade
secret, or license agreenent.

3 Encl osure (1)
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(5) knowingly witing, coding, conpiling, storing,
transmtting, or transferring malicious software codes, to
i nclude viruses, |ogic bonbs, wornms, and macro viruses.

(6) pronoting partisan political activity.

(7) dissemnating religious materials outside an
establ i shed conmand religi ous program

(8) using the systemfor personal financial gain, such
as advertising or soliciting services or sale of personal
property, with the exception of using a command- approved
mechani sm such as a welfare and recreation electronic bulletin
board for advertising personal itens for sale.

(9) fund raising activities, either for profit or
non-profit, unless the activity is specifically approved by the
command (e.g., welfare and recreation car washes).

(10) ganbling, wagering, or placing of any bets.

(11) witing, forwarding, or participating in chain
letters.

(12) posting personal home pages.

(13) personal encryption of electronic comunications is
strictly prohibited.

6. Ganes. Use of entertai nnent or gane software, regardl ess of
origin, is prohibited. 1SS0Os shall ensure that such software is
not | oaded on any information system under their cogni zance.

7. I NFOSEC Awar eness and Training. Reference ((e)| requires
annual mandatory training in computer security awareness and
accepted conmputer security practices for all personnel having
access to conputer information systens to include contractors.

| SSM wi || provide guidance to |1 SSCs for the | NFOSEC Trai ni ng
Program which will include an annual awareness training class.

I n-house training can be provided through filns, conputer base
training, oral classroom presentations, or videos. Methods used
wi Il depend on the depth of training required for particul ar

4 Encl osure (1)
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informati on systens areas and duties of users to be trained.
Encl osure |(4)| is a guide for developing a Security Training
Program

8. Mlicious Code. It will be considered a najor security
violation for any user (civilian, mlitary, or contractor) to
del i berately introduce malicious codes (conputer program codes
witten with intent to cause harmor destruction that is
inserted into a valid conputer progran) or conmputer viruses into
the command’ s information systens. It is also a security
violation to withhold informati on necessary for effective

i npl enentation of counterneasures or anti-virus procedures. Al
personal conputers (PCs) and networks nust have an activated
anti-virus software programinstalled; it nmust not be renoved or
di sabl ed fromthe system

9. Virus. Users nust be aware of the follow ng signs of
conputer virus infections and the necessary action to take if a
virus is suspected:

a. AlIS operates at a slower processing speed than nornal.

b. AI'S shows unexpl ained reduction of storage capacity.

c. Data shows unexpl ai ned extensions or files.

d. Unexplained AI'S crashes.

e. There are many prograns with the sane date/tinme in their
| ast update field.

f. If avirus problemis detected, take the foll ow ng
action:

(1) STOP! DO NOT USE THE PC, DO NOT TURN OFF THE PC.

(2) Notify your supervisor, then your ISSO. [|If |SSO
cannot be reached, notify |ISSM i mredi ately.

(3) If applicable, collect all storage nedia from others
who share your diskettes.

(4) 1SSOwW Il run virus detection software to identify
and isolate the attack. 1SSOw |l clean and disinfect the

5 Encl osure (1)
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system and forward incident reports to the I SSM Users nust
scan diskettes to ensure diskettes are virus free. |If viruses
are found they are to be reported to the I SSO

10. Security Incident Reporting. A security incident is an
attenpt to exploit DON information systens or networks.
Security incidents include penetration of conputer systens,
exploitation of technical and adm nistrative vulnerabilities,

i ntroduction of conputer viruses or other forns of malicious
code, and theft or destruction of hardware, software, or data.
These types of attacks can result in conprom se of information
deni al of service, and other related disruptions that can
severely inpact the command’s m ssion and functions. Users nust
report all security incidents to their 1SSO.  The 1SSO wi ||
conplete and forward enclosure (6) within 24 hours of the
reported incident to the ISSM |1SSMw Il notify DAA and
investigate the report to determne if Naval Conputer |ncident
Response Team (NAVCI RT) at Fleet Information Warfare Center
(FIWC) needs to be notified.

11. Personnel/Physical Security. Al individuals shall be
screened to ensure a |level of trustworthiness conmensurate with
their duties. Physical security neasures will be taken to

saf eguard personnel and to prevent unauthorized access to

equi pnent, installations, material, conputer nedia, and
docunents. In addition, safeguards wll be provided agai nst
espi onage, sabotage, danage, and theft.

12. Systens Planning and Design. Information systens planning
and design activities shall have adequate internal controls.

Per reference |(c), reasonabl e assurance nust be provided to
ensure recording, processing, and reporting of data are properly
performed during operation of the information systens. Project
managers shall conmply with the Life Cycle Managenent (LCM
policies and approval requirenents for the information systens
security in reference ().

13. Physical Security of Information Systens (1S) Equi pnent.
Al'l IS equipnment nust be physically protected to prevent theft.
Command i nventory managenent and physical security wll be
notified of all IS equipnent reported m ssing, |ost, stolen, or
recovered.

6 Encl osure (1)
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14. Renoval of IS Equi pnent. Renoval of IS equi pnent

(i ncluding | aptops) nust be approved by user’s ISSO and will be
acconpani ed by a property pass. Users wll be held responsible
for safeguardi ng and physical security of equi pnent and
information while it is out of the command' s control.

15. External Connections. There nust be witten approval from
| SSM for all systens (including renote systens) using non-dial

up connectivity. IS with servers (including Wb Servers) which
are connected to unclassified publicly accessible conputer
networks (i.e., Internet, etc.) will enploy appropriate

safeguards (i.e., firewalls, encryption, etc.) as necessary to
ensure the command's integrity, authenticity, privacy, and
avai lability of information systens.

16. Non- Governnent or personal |l y-owned Conputer Hardware or
Sof t war e

a. Under no circunmstance will there be classified
i nformati on processed on a non-governnent or personally owned
conput er.

b. Use of non-governnent, personally owned conputer
har dwar e and software is prohibited; however, if an urgent
val i dated requirenent exists to acconplish an official job and
the hardware/software is not currently available, a user may
request authorization for use of personally owned hardware or
software. User nust submt a witten request and encl osure |(8)
via their 1SSO and division director for use of this hardware or
software. (It should be noted that user preference is not
criteria for the use of non-governnent, personally owned
har dware or software.)

c. The use of unauthorized conputer hardware or software
W thout permi ssion is strictly prohibited. Unauthorized
har dwar e or software found on a BUPERS PC nust be reported to
the user’s division director and the 1SSM The desi gnated | SSO
wi |l request the user renove the unauthorized hardware or
software. |If user does not renove the hardware or software, the
| SSO w I | renove the unauthorized hardware or software and
report the user to their division director and | SSM for possi bl e
di sci plinary action.

7 Encl osure (1)
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d. If circunstances are that tine does not allow for the
procurenent of hardware or software, the user may be authorized
the use of personally owned hardware/software only until it is
made avail able. The follow ng details the process for use of
personal |y owned hardware or software:

(1) The user's witten request and enclosure |(8) nust be
approved by the I1SSM prior to bringing hardware/ software on-site
for use on a governnent-owned conputer. \en the hardware or
software i s brought on-site, the user will turn it over to their
| SSO al ong with the original |license and software (conpact or
fl oppy di sks).

(2) The 1SSO will submt enclosure (8) and the origina
software and |icense agreenents to the system adm nistrator for
conpatibility testing to ensure there is no nmeasurabl e inpact on
net wor k operations or PC/network support. If it is determ ned
there is an inpact the user may be required to use subject
software in a stand-al one environnent.

(3) The 1SSOwi Il ensure the installation of all
software and rmaintain the original copy of ownership docunents
and fl oppy or conpact disks for the entire period in which the
har dwar e/ software is in use within the conmand.

(4) The 1SSOw Il return all hardware or software and
associ at ed ownership docunents to the user when the comrand has
recei ved governnent - owned hardware or software, the conpletion
of the project, or the user requests the return of hardware or
software for renoval fromthe command.

e. BUPERS w |l not be responsible for support of
non- gover nnment, personally owned software and will not be liable
for | ost, damaged, or stolen personally owned hardware or
sof t war e.

f. Non-government owned and governnment owned
har dwar e/ software will only be installed by authorized
personnel, 1SSO, Local Area Network (LAN) personnel, or PC
support technicians.

8 Encl osure (1)
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g. Use of non-governnent owned hardware or software wll be
limted to single user machine for which approval was granted.
Under no circunstances will copyright |aws be viol ated, or
single licensed user software be installed on nmultiple machines.

17. Dial-In/D al-Qt. Banks of nodens and conmuni cati ons
servers have been installed on the BUPERS LAN to support

di al -in/dial-out access. NO DESKTOP MODEMS ARE AUTHORI ZED ON AN
Al'S CONNECTED TO BUPERS LAN. No nodens will be connected
directly to the BUPERS LAN. Stand-al one nodens and nodens
connected to Ofice Automati on Networks (OANs) will be all owed

i f authorized by the DAA via nenorandum wi th endorsenent by the
|SSM As required by reference |(d), all connections wll

di splay the I NFOSEC war ni ng screen, enclosure [(5), before proper
login. It is the responsibility of the ISSOto ensure anti -
virus protection software is installed and activated on any Al S
with dial-in/dial-out and Internet access.

a. Dial-In Access. Primary neans of dial-in access will be
via BUPERS LAN nodem pool. No other nodemw || be connected
directly to the BUPERS LAN wi t hout prior approval. To request
exenption fromthis policy, a witten justification signed by
the requesting director and ISSOis required to be submtted to
| SSM for approval. The dial-in/dial-out host network manager
will maintain an access |ist of authorized dial-in users. To
obtain dial-in/dial-out access, a user nust submt BUPERS LAN
Ext ernal Conmuni cati ons Access Request, enclosure |((3), for
approval by the NSO Upon establishing a connection, the host
communi cati ons device nust authenticate login identification and
password. For renote node access, host will be configured to
al l ow users three attenpts to enter server nane, login
identification, and password before term nating connection and
rebooting. Renote users will be denied access to host or other
non-server-based resources under all circunstances. Users nust
be locked in a circular login pattern to prevent scanning for
available file servers. NOTE: This will help to ensure users
know t he nane of the destination server. \Were the need for
dial-in access exceeds the capability of the BUPERS LAN, access
may be granted through nodem pools on stand-al one QANs.

St and- al one nodens will not be permtted for any personal
conput er connected to any BUPERS LAN or OAN. Software used to
support dial-in nust provide for the capability to audit user's
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login identification, tinme and duration of session. BUPERS
network or an Integrated Services Digital Network (I SDN)
communi cati ons server mnust support a nodem pool .

18. Marki ng/ Handl i ng

a. Data. Al human-readabl e output nust be marked to the
hi ghest classification. |If the AIS does not have the capability
of marking the output, then this nust be acconplished manual ly.
Aut omat ed nmar ki ngs are not considered reliable unless the AIS
neets Bl security certification

b. Magnetic Media

(1) Color coded | abel s/ disks per reference ((g)| will be
used to distinguish classification of all nedia.

(2) CAassified nedia will be handl ed, stored, and
controll ed per reference (g).

(3) Renovable nedia that can be secured is encouraged
for classified systens. Fixed, internal hard disks should be
avoi ded for classified processing; however, if renovable nedia
cannot be used, ensure proper physical and personnel security
guidelines are inplenmented to the | evel of data being processed.

(4) Releasing Media to Unsecured Area. The DAA is
responsi ble for ensuring the proper procedures are in place for

magnetic nedia renoval. Wien nmultiple levels of classified
materials are processed, the activity DAA is responsible for
ensuring inadvertent disclosure does not occur. |If classified

nmedi a nust be renoved, then the proper procedures shall be
followed in I A Pub-5239-26. Repair contractors should be
cleared, the activity nust ensure that nedia being used by the
contractor is copyrighted, and that governnment files are not
downl oaded and renoved from comrand.

(5) Degaussing/dearing. Follow ng are current
pr ocedur es:

(a) Sensitive Unclassified. Media, which has been
used fromsensitive unclassified information, will be fornatted
and erased before rel eased/ reused.
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(b) Downgrading. Cassified floppy disks and
magneti ¢ hard di sks can be degaussed with an approved degausser.
Approved degaussers appear on the evaluated product list in the
I nformation Systens Security Products and Service Catalog. In
addition, classified hard di sks can be downgraded by the
overwite procedures outlined in | A Pub-5239-26.

(c) Unusable Disks. Disks that have been rendered
unusabl e must be destroyed. Wen an approved degausser i s not
avail abl e, floppy disks may be cut in half and placed in a burn
bag. To purge hard drives follow procedures outlined in I A
Pub- 5239- 26.

19. Public Disclosure. Prior to public disclosure of
limtation, vulnerabilities, or capabilities, AISs nmust be in
conpliance with references (g) and (k).

20. Emanations Security. Al AI'S s nust be per TEMPEST
gui dance provided in reference [(]).

21. Secret Internet Protocol Router Network (SIPRNET). Command
personnel requesting access to SIPRNET nust have the proper

cl earance, need-to-know, and access to Secret information
granted by the command security nmanager. Once access has been
granted the individual nust submt enclosure|(9)| for SIPRNET
access. All personnel having access to SIPRNET will maintain
control of the classified informati on per reference (Q).
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BUREAU OF NAVAL PERSONNEL
ACTIVITY | NFORVATI ON SYSTEMS SECURI TY PLAN (| SSP)

1. SystenmlUnit ldentification. Enter conplete title and
mai | i ng address of the organization or the activity for which
the information system accreditation is being requested.

Exanpl e:

Bureau of Naval Personnel (BUPERS)
5720 Integrity Drive

BLDG 769 (PERS-014)

MI1lington, TN 38055-0140

2. Support Personnel

a. |ISSMand ISSO Enter nanme (with rank), title,
organi zati on/ of fi ce synbol, tel ephone nunbers, and Defense
Message System (DMS)/ Automated Digital Network (AUTODI N) address
of the I1SSM and |1 SSO responsible for the information systen(s)
docunented in this package.

b. System Administrator (SA). Enter nane (wth rank),
title, organization/office synbol, tel ephone nunbers, and
DM/ AUTODI N address of the SA responsible for the information
systen(s) docunented in this plan

3. Mssion Description

a. Mssion and Criticality of the Information Systen(s).
Describe role of the informati on systenm(s) docunented in this
pl an in support of the organization's mssion. Include a
description of any network connectivity requirenments. A
statenent should be included that discusses the criticality of
the systenm(s) to the acconplishnment of the mssion. This
criticality statement should al so assess the inportance of the
systen(s) to other DON conmands and organi zati ons being able to
al so successfully acconplish their mssions. |If the requester
is a contractor, enter the contract nunber, contract period,
project identification, and the governnent office responsible
for nonitoring the contract.

b. ldentification of the Accreditor, Systen(s) Ownership.
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c. Data Sensitivity. Estimate in percentage the anmount of
information anticipated to be processed on the information
systen(s) by the follow ng classification:

(1) Uncl assified.

(2) Sensitive but Unclassified
(3) Confidential.

(4) Secret.

(5) Top Secret.

State types of data processed on the systenm(s) such as Privacy
Act, proprietary, procurenment sensitive, others.

d. ldentity of Systen(s) Users. State the fornal
cl earance, formal access, and need-to-know requirenents of al
users, both direct and indirect, which are anticipated to be
aut hori zed access to the information system(s). State the types
of established accounts and users on the AlISs. ldentify the
nunber of users by type to include: Super (Privileged), Root,
Local, Renote, Second Party, Contractors, Mintenance, and
others not identified by these categories.

e. Mde of Operation. State the information systenis
security node of operation (Dedicated, System Hi gh
Conpartnented (Partitioned), or Multi-level), and whether the
systemis attended, unattended, or renotely controlled while
operating.

f. Functional Description/ Requirenents.

4. Threat Analysis

a. Environnment. State the information systenm s operating
| ocation, type of facility (fixed, tactical, or both), and if
tacti cal whether ground-nobile, airborne, or afloat. State the
systemls usage to include its general usage (m ssion or m ssion
support), connectivity (STAND-ALONE, |ocal connectivity,
external communi cations, or conbinations of connectivity).
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b. Threat Summary. Chief of Naval Operations (CNO (N6)
| NFOSEC staff, FIWC and ot her organi zations shall provide
updated threat information specifically for DON information
systens environnments. Threat information shall be anal yzed by
the organi zation preparing the | SSP, and an assessnent nmade of
the applicability of the various types of threats to the
specific information systen(s) being discussed in the |ISSP. The
| SSM and | SSO at a site shall play a |lead role in performng
this assessnent.

c. Risk Assessnment Summary. Risk assessnent identifies the
threats, vulnerabilities, and risks to a network. Although
there are a variety of risk assessnment packages and
met hodol ogi es currently being used in DON, the preferred risk
assessnent net hodol ogy recomended for use in DON is contained
in A Pub-5239-16, the "R sk Assessnent Gui debook."

DON- sponsored/ funded trai ning courses will teach the risk
assessnment process contained in | A Pub-5239-16. It presents a
met hodol ogy for conducting a risk assessnent using one of four
types: survey, basic, internediate, and full risk assessnent;
and has direct applicability to today's distributed networking
environment. The Trusted Ri sk Assessnment Met hodol ogy (TRAM,
whi ch has been used for several years in DON, is primarily

i ntended for stand-al one conputers. TRAM nay not be useful in
today's environnent in which network security connection
approval requirenents of networks owned by joint activities and
agenci es (such as Defense Information Systens Agency (Dl SA)),
mandat e nodern, updated processes. For the inplenentation of
the classified and Mlitary Locator System (M.S) portions of DVS
wi thin DON, scheduled for the latter part of this decade, the
ri sk assessnment process provided in the | A Pub-5239-16 has
direct applicability.

5. Architectural Description

a. Hardware. List all hardware conponents installed and
operating on the systen(s) in this package. |nclude al
comuni cati on and encryption devices supporting network
connectivity.

b. Software. List all software installed and operating on
the systen(s). Include all operating systens, database
managenent systens, conmunications software, security software,
of f-the-shelf software, etc.
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c. Accreditation Boundary. Describe the system s
architecture, including physical |ocation of systems
conponents, wiring diagrans, floor |ayout.

d. External Connections. List all network connectivity
bei ng perforned by the systen(s) in this package. For each
connection enter the following: types of services or
applications (E-Mail, file transfer, renote query, renote
access, etc.).

6. Systen(s) Security Requirenents

a. Security Policy Statenent.
b. Security Requirenents.

c. Summary of Adm nistrative, Technical, and Operational
Security Features. Discuss the security features inplenented in
the systen(s). Terns to be covered include (as applicable or as
directed by the DAA system adm ni strators gui de), user
acknow edgnent forns, warning/ nonitoring banner, discretionary
access controls, audit trails, password nanagenent,
configuration managenent, contingency plans, back-up procedures,
energency destruction, security education, security features
users guide, guards, firewalls, etc.

d. Concept of Operations.

7. Certification

a. Security Test & Evaluation (ST&E). ST&E docunentati on
shoul d al so be part of the accreditation package. ST&E pl ans
and procedures identify each of the counterneasures to be tested
and the nethod used to determ ne the effectiveness of the
count ermeasures. ST&E checklists can be used to evaluate the
ef fectiveness of counterneasures inplenented on an AI'S or
network system The checklist approach may be appropriate when
a full-blown ST&E is deened necessary by the DAA, as determ ned
by the flexibility of the AIS and the |evel of risk. The
checklists help ensure that the AIS or network is operating
wi thin an acceptable | evel of risk. The ST&E report docunents

the execution and results of the ST&E pl an/ procedures. It
anal yzes the findings of the ST&E pl an/procedures and lists the
reconmmendations to correct any identified deficiencies. IA
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Pub- 5239- 18 provides information on how to performa ST&E for
Al Ss, enbedded conputers, and networks. It addresses

m croconputers, mniconputers, mainframes, and specialized
conputers in both STAND- ALONE and networ ked environnments. The
gui debook provi des gui dance and procedures to security managers
and users for conducting ST&Es.

b. Copy of Conpleted "BUPERS AIS and Network Security
| nspection Checklist."

c. Summary of Type Il Certification Effort (if applicable).
Provi de copi es of key docunents or test results as enclosures to
the Certification and Accreditation (C&A).

d. Statenment of Security Concerns. Description of how
systens satisfy security requirenents. Describe the nost
significant security concerns for this particular system(e.g.,
unaut hori zed users nmay gain access to the systemor data, data
corruption, systemavailability, security incidents, etc.).
Provi de copies of any MOAs.

e. Recomendation. |SSM provides residual risk statenent,
including rationale for why residual risks should be
accepted/rejected and recommends approval or non-approval to
operate the systen(s).

8. Accreditation

a. DAA accreditation decision is the official managenent
authorization to operate the systen(s). The accreditation
grants approval for the systen(s) to operate in a particular
security node, with a prescribed set of | NFOSEC count er measures.
DAA signature required.

b. Potential List of enclosures (as required, or specified
by DAA) include the followi ng: Copies of MOAs, test results,
ST&E, Contingency Plan, C&A Plan, Security Policy, Security
Features Users Quide, Trusted Facility Manual, Security
Continuity of Operations (CONOPS), Security Architecture, Covert
Channel Analysis, and other docunentation to support the
accreditation.
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BUPERS LAN EXTERNAL COMMUNICATIONS ACCESS REQUEST

Date of Request: ’ Pers-Code:, Phone: . Room:
\

User Name: User ID: Network Operating System:

SERVICE REQUIRED (Check all that apply)

[:] Dial-In- (Home)

‘Home Operating system (version) (Windows 95 is necessary for those

using MS Exchange at BUPERS)

D Dial-In (Travel)

Date of Depérture: ‘ J

Date of Return: | |

D pial out

System Name

System -POC

System Phone |
POC Phone |

D INTERNET D FTP . I:I WWW

PURPOSE/JUSTIFICATION:

I am advised that the unauthorized disclosure, retention, or negligent handling of LAN systems or
information, or providing the means for unauthorized users to gain access by me could result in
disciplinary action. I will report all violations or suspected misuse to the ISSO. I understand that
according to the Fair Labor Standards Act, I am: ’ .

D Exempt, and may not be compensated for my time spent on work é.pproved by this form.

I:] Non-Exempt, and must be compensated for my time spent on work approved by this form.

I understand that I may not put classified records on a computer that I use at work, home or at any
other off-site location. I also understand that Privacy Act or other sensitive data (such as Navy
budgetary, manpower, etc.) must be protected. I will ensure that other residents and guests of my
household will not have access to Government records. I understand the access to the Internet is only
for official purposes. I understand that copying software for personal use may be a violation of the
United States copyright laws and that I may be personally liable for such illegal reproductions.

NAVPERS 5239/3 (Rev 2/98)
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I understand this use of a personally-owned computer to do government work regardless of location is a
privilege and can be revoked for non-compliance at any time or when the need no blonger exists. Upon
completion of said government work, all hardware will be returned, and government software and data
completely removed from personally-owned equipmént. I understand that if I am on travel, I must visit
the LMC (room 2522) 1-2 days prior: to travel to receive travel user ID and password.

User Signature:

I certify that user access is for official government business only

Supervisor Signature: Department Head Signature:

Date of Activation: Date of Termination: ISSO Signature: Date:
BUPERS NSO Signature: Date:

COMMENTS :

Login ID: Password Set: [:I Yes [:, No | Software Name:

Assigned IP Address: USER ID: : | Password Set: D Yes . El No
Software Loaded: D Yes |:| No |Date Request Received: Date of Activation: |Date of Termination:
COMMENTS :

LMC Staff Signature: ‘ ' I3

NAVPERS 5239/3 (Rev 2/98)
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| NFOSEC TRAI NI NG QUTLI NE

Al'S SECURI TY PERSONNEL

END USERS

TOP MANAGEMENT
SECURI TY STAFF
ST&E TEAM
AUDI T TEAM

| G TEAM
PROCURENMENT

NookwbdE

SUBJECT AREAS

1. CENERAL SECURI TY AWARENESS (1 - 7)

a. Threats to and Vulnerabilities of Conputer Systens
b. Use of Inproved Conputer Security Practices
c. Specific Conputer Security Policies and Procedures

2. SECURI TY PROGRAM PLANNI NG MANAGEMENT (1 - 7)

Security Program Organi zation
Security Pl anning

Trai ni ng Pl anni ng

Audit and Monitoring

Ri sk Anal ysi s

Pancop

3. COVPUTER SECURI TY POLI CI ES AND PROCEDURES (1 - 7)

a. Organizing the Security Responsibilities
b. Security Inplenentation Plans

c. Security Wirk Flow Contro

d. Personnel Practices and Responsibilities

4. CHANGE CONTROL AND COVPUTER ABUSE (1 - 6)

Facility

Har dwar e

Sof t war e

Tel ecomruni cati ons

Dat a

Human Resour ces

Software Security Docunentation

@TmPanow
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h. Docunenti ng Conputer Abuse Violations
i. Reporting Conputer Abuse Violations

SOFTWARE SECURI TY (3 - 6)

a. Operating System
b. Application System
c. Uility Routines

(1) Access Control and Authorization
(2) Detecting Attenpted Viol ations
(3) Additional Software Functions

(4) Real Time Software Auditing

(5) Software Configuration Managenent

TELECOVMMUNI CATI ON SECURITY (3 - 6)

a. Dial Up

b. Point to Point
c. Network

d. Encryption

e. Fiber optics

TERM NAL/ DEVI CE SECURI TY (3 - 6)

Access to Term nals and Qut put
Access to Conputers and Files
Access to Comruni cation Lines
Term nal Protection

Term nal ldentification

Panoocp

SYSTEMS DESI GN SECURI TY (3 - 6)

Project Initialization

| nvestigative Study
General i zed System Desi gn
Det ai | ed System Desi gn

File Access Processing

| mpl enent ati on Pl anni ng
Systens | npl enentation

Post | npl ement ati on Eval uation

ST@mmeaooe
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HARDWARE SECURI TY (3 - 6)

Fi rmnvar e

Emanati on Protection
Encryption Devices
COVBEC

aoo

PHYSI CAL SECURITY (3 - 6)

Bui | di ng Desi gn/ Protection
Emanati on Protection

El ectric Power

Fire Protection

Air Conditioning

FI oods

Ear t hquake

W ndst or m

Housekeepi ng

Al ternative/ Emergency Backup Facilities
Access

SQ@mTmP oo

=~ — —

PERSONNEL SECURITY (1 - 6)

Personnel Selection Hiring Procedures
Personnel Contro

Job Rotation Program

Security Awareness Training Program
Pol ygr aph/ Honesty Tests

Background I nvesti gations
Access/ O ear ances

Screeni ng Techni ques

Security Briefing

Di sciplinary Actions

Subst ance Abuse

SQ@Tme oo

~— —

AUDIT (2 - 5)

Navy Managenent Policies for Conducting Audits
Audit Trails in Al Ss

Audit Controls in AlSs

Ef ficiency and Econony of Audit

Legal Requirenents for Navy Audit

PenooTo
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f. Audit Tools and Techni ques
g. Docunentation of Audits
h. Procedures for Conducting an Al'S Audit

13. DATA SECURITY (1, 3 - 6)

Uncl assi fi ed

Sensitive Unclassified

Classified

Sensitive Conpartnented Information (SCl)

Single Integrated Operational Plan-Extrenely Sensitive
I nformati on (SI OP-ESI)

Nat i onal Cryptographic Information

Panoocp

—

14. RISK ANALYSIS (2 - 5)
a. Data Col |l ecti on

(1) Asset ldentification
(2) Threat and Vulnerability Identification

b. Analysis

(1) Asset Valuation

(2) Threat and Vulnerability Eval uation

(3) Annual Loss Expectancy Anal ysis

(4) Cost Benefit Analysis of Counterneasure Alternatives
(5) Selection of Cost Effective Counterneasures

c. Docunentation. Ri sk Analysis Docunentation
15. CONTI NGENCY/ BACKUP PLANNING (1 - 4, 7)
a. Prelimnary Pl anning
(1) Purpose
(2) Scope
(3) Assunptions
(4) Responsibilities
(5) Strategy

b. Preparatory Actions
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(1) Personnel

(2) Data

(3) Software

(4) Hardware

(5) Communi cati ons

(6) Supplies

(7) Transportation

(8) Space

(9) Power and Environnental Controls
(10) Docunentati on

(11) Budget Requirenents

c. Action Plan

(1) Energency Response

(2) Backup QOperations

(3) Recovery Actions

(4) Backup Site Agreenent
(5) Annual Test Plan/Results

DI SASTER RECOVERY (1 - 3)
a. Disaster Planning

(1) Energency Phase

(2) Backup Phase

(3) Restoration Phase
b. Recovery Test and Eval uation
c. Recovery QOperation Centers
SECURI TY ACCREDI TATION (1 - 5)
Cat egories of Data
Accreditation Authority
Accreditation Process

Accreditation Review
Accreditation Docunentation Requirenents

Panoco

SECURI TY TEST AND EVALUATI ON (ST&E) (1 - 4)

a. ST&E Requi renent
b. ST&E Team Conposition
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c. ST&E Pl an Devel opnent
d. Specific Test Requirenents
e. Formal ST&E Test
f. Evaluation of Results and Recommendati ons
g. Docunentation

Al'S SECURI TY AND NAVY CONTRACTOR | NTERFACE (2, 3, 6)

Requirenents for AI'S Security

I ndustrial Security Regul ation(s)
Navy Security Regul ation

O her CGovernnent Agency Regul ations
Sof tware Configuration Control (s)
Contractor Accreditation Process
Accreditati on Docunent ati on

@TPanow
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| NFORVATI ON SYSTEMS SECURI TY (1 NFOSEC) WARNI NG SCREEN

USE OF TH'S OR ANY OTHER DOD COVPUTER SYSTEM
CONSTI TUTES CONSENT TO MONI TORI NG AT ALL TI MES

This is a Departnent of Defense (DOD) conputer system These
conputer systens, including all related equi pnent, networks, and
net wor k devi ces (specifically including Internet access), are
provided only for authorized U S. governnent use. DOD conputer
systens may be nonitored for all |awful purposes, including
ensuring that their use is authorized; for managenent of the
system to facilitate protection agai nst unauthorized access;
and to verify security procedures, survivability, and
operational security. Mnitoring includes active attacks by
authorized DOD entities to test or verify the security of this
system During nonitoring, information nay be exam ned,
recorded, copied, and used for authorized purposes. Al

i nformation, including personal information, placed on or sent
over this systemmy be nonitored. Use of this DOD conputer
system authorized or unauthorized, constitutes consent to
nonitoring of this system Unauthorized use nmay subject you to
crimnal prosecution. Evidence of unauthorized use collected
during nonitoring may be used for adm nistrative, crimnal, or
adverse action. Use of this systemconstitutes consent to
nonitoring for these purposes.
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'BUPERS AIS SECURITY INCIDENT REPORT

From:  ISSO (Org Code) i \

To:. Information Systems Security Manager (Pexrs-0143)

Via: Branch/Division Head

1. Report datel ' ’ l Incident date l ) ' ]
[:] Waste, 'Fraud, Abuse ’ : [:] Unauthorized Disclosure
[:j Theft = . [:] Unauthorized Use of User ID

[:] Physical Destruction Password Violation

| : O
[:] Data Modification : ' . . [:] Virus
[:j Other : ‘ ‘ [:],

Network Infraction

2. Name, Rank/Grade, Code of Individuals Involved:

3. Approximate Cost of this Incident (downtime, replacement, labor):

4. Summary of Incident and Investigation Results:

5. Branch/Division Head Recommendations/Comments:

6. ' Name, Rank/Grade, Title of Investigating Official:

7. Recommended Action to Prevent Reoccurrence:

8. - Recommended Action by BUPERS ISSM:

NAVPERS 5239/1 (Rev 2/98)
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PERSNET LAN ACCOUNT REQUEST (PLAR)
Section |. User Information/Request
Date:
To: PERSNET Help Desk, Building 768
Via: (1) Supervisor
(2) ISSO
Subj: REQUEST FOR PERSNET LAN ACCOUNT
USER NAME (Last, First Middle) Rank/Civilian/Contractor: Phone Number:
Building Number: Room/Cubicle Number: User ID:
Request Action:
] Add [0 Delete || Modify [] other
Access Required: AIS Equipment Required:
[] PemrsNeT ] emar [C] pcatDesk [] Pc Required
User Signature: ‘
Section ll. Supervisor Approval
Signature: Date:
Section lll. ISSO Approval
Signature: Date:
1ISSO COMMENTS:
SECTION IV. TO BE COMPLETED BY NCC PERSONNEL
Account Number: . Created By: Date:

NAVPERS 5239/4 (Rev 4-99)
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USER RESPONSIBILITY AGREEMENT

As a PERSNET local or remote user, | am responsible and accountable for the following requirements of this agreement
| am solely responsible for all access and actions carried out under my user identification and password. As part of my
responsibilities, | agree that 1.

Will not disclose my password to anyone, nor will | write my password down.

Will not give my password to anyone else due to reassignment, transfer or termination.

Will limit the use of the PERSNET LAN to official government business.

Will not use computer rasources for personal gain.

Will adhere to INTERNET policies and procedures.

Will notify 1ISSO/NSO immediately of computer security incidents.

Will not circumvent security requirements to obtain unauthorized access.

Will adhere to all security policies and rules concerning external connectivity.

Will report any changes in my status to the ISSO/NSO.

Will safeguard laptop (if issued to me) at all times. While in travel status, | will not leave laptop unsecured.

Will not change the configuration of any network component, including desktop/laptop computers.

Will not introduce software or hardware into the PERSNET infrastructure.

WARNING

USE OF ANY DoD INTEREST COMPUTER SYSTEM CONSTITUTES A CONSENT TO MONITORING AT ALL TIMES.
PERSNET is a Department of Defense computer system. This computer system, including all related equipment,
networks and network devices (specifically including INTERNET access), are provided only for authorized U.S.
Government use. DoD computer systems may be monitored for all lawful purposes, including to ensure that their use
is authorized, for management of the system, to facilitate protection against unauthorized access, and to verify securit
procedures, survivability and operational security. Monitoring includes active attacks by authorized DoD entities to test
or verify the security of this system. During monitoring, information may be examined, recorded, copied and used for
authorized purposes. All information, including personal information, placed on or sent over this system may be
monitored. Use of this DoD computer system, authorized or unauthorized, constitutes consent to monitoring of this
system. Unauthorized use may subject you to criminal prosecution. Evidence of unauthorized use collected during
monitoring may be used for administrative, criminal or adverse action. Use of this system constitutes consent to
monitoring for these purposes. | UNDERSTAND THAT THE STAFF HAS THE RIGHT TO REVOKE MY ACCESS AND
INSPECT ALL FILES WHICH | CREATE. FAILURE TO ADHERE TO THESE RULES WILL RESULT IN IMMEDIATE
SUSPENSION OF YOUR ACCOUNT.

USER NAME: ' USER SIGNATURE: DATE:
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PERSONALLY- OANED COMPUTER HARDWARE/ SOFTWARE
USER AGREEMENT ( HARDWARE | NCLUDES PERSONAL DI G TAL ASSI STANT ( PDA),
LAPTOP PERSONAL COWMPUTER, PALM PILOTS, AND ANY OTHER
PERSONALLY OWNED HARDWARE/ SOFTWARE)

NAME: CODE: PHONE NO. BLDG NO. ROOM NG,

COVPUTER MAKE: MODEL : SERI AL NO

OPERATI NG SYSTEM

RULES AND RESPONSI BI LI TI ES FOR NON- GOVERNMVENT PERSONALLY OANED COVPUTER
AND SOFTWARE USED FOR PROCESSI NG GOVERNVENT DATA

No C assified data is handl ed, processed, or stored on personally owned computer.
Copyright and |icense agreenents nust not be viol ated.
Covernment is relieved of any liability for personally owned conputer hardware/software.
Government conputer technician will performinstallation/configuration of personally owned
hardware to interface with
Cover nment system
Al'l application prograns devel oped to nanipul ate or process Governnent business, financial,

property, or
Personal data on this personally owned conmputer are Government property.

| the owner certify with ny signature below that all Governnent property and data will be renoved
and the PDA sanitized prior to permanent renoval fromthe conmand.

Wiy is personally owned conputer hardware/software being used?

The undersi gned accepts the above responsibilities to use their personally owned hardware/software for
Cover nment use.

OMER SI GNATURE: DATE:

DEPARTMENT DI RECTOR

S| GNATURE: DATE:
0O  APPROVED 0 DI SAPPROVED

| SSO' | SSM

S| GNATURE: DATE:
0  APPROVED 0 DI SAPPROVED

CERTI FI CATI ON — SANI Tl ZATI ON OF PERSONALLY OWNED PDA

| , certify that all
G

renoved and the PDA |isted above has been sanitized prior to renpval fromthe conmand.

OMER SI GNATURE: DATE:

NAVPERS 5239/5 (Rev. 12-00)
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SECRET SI PRNET LAN
ACCOUNT REQUEST
From BUPERS/ NAVPERSCOM | SSM ( PERS- 0143)
To: NAVPERSCOM M | |'i ngt on Hel pdesk, Buil ding 768
Subj: REQUEST FOR SECRET S| PRNET LAN ACCOUNT
Ref : (a) SECNAVI NST 5510. 36
(b) SECNAVI NST 5510. 30A
(c) SECNAVI NST 5239. 3
(d) OPNAVI NST 5239. 1A
(e) BUPERSI NST 5239. 1A
Personal | nformation
Name: (Last, First, Ml) Print Rank/Civilian/Contractor
Phone Building | Room User ID
Requested Action
[l Add [ 1 Delete [ ] Modify (permission)
Access Required
[ ] SIPRNET (classified) [ ] E-mail

ISSM Comments

Supervisor/ Date
Director

Secret Date
Clearance
Verification

BUPERS Date
ISSM

To Be Conpl eted By NCC Personnel

Account Name Created By Date

SECRET S| PRNET LAN

ACCOUNT REQUEST
NAVPERS 5239/ 6 (01/01)
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As a user of the SIPRNET (classified) ADP systens | understand that...

I am responsi bl e and accountable for following all requirenents of references (a)
through (e). | amsolely responsible for all access and actions carried out under
my user identification/passwrd. As part of my responsibilities, | agree to the
foll owi ng conditions:

a. The requirenents for access to classified information per references (a) and
(b) will be net.

b. The password will be kept secret and will not be disclosed to anyone, will
not be electronically stored, will not be witten down, and will be comrmtted to
nmenory.

c. The SIPRNET password and User Account identification will not be transferred
to anyone el se due to reassignnent or transfer or term nation
d. Use of SIPRNET will be limted to official governnent business.

e. Computer fraud will not be conmitted. This includes but is not linted to:
(1) Unauthorized input of false records or data into the system
(2) Unauthorized use of conputer facilities (i.e., theft of conputer tine),
i ncludi ng use of a user nane or password other than one’s own.
(3) Unauthorized alteration or destruction of information, files or
equi pnent .
(4) Introduction of unauthorized systens/software into the SIPRNET.
(5) Introduction of viruses, wornms or any other destructive programinto the
S| PRNET.

f. Information Systems Security Manager (ISSM will be imediately notified of
suspect ed cases of conputer fraud.

g. |If the password is conprom sed, whether suspected, or confirned, the
conprom se will be inmediately reported to the | SSM and the password will be
i medi at el y changed.

h. Cdassified data will not be entered, displayed, or processed where visible

to unaut hori zed personnel

i. Security requirenents will not be circumvented in order to obtain
unaut hori zed access.

j. 1SSMwll be notified in witing when access to the SIPRNET is no | onger
requi red due to reassignment, transfer, or termnation

k. Al classified nedia (paper, disks, CD-ROM will be handl ed and saf eguarded
per reference (a).

. Al data hardcopy outputs and nedia will be labeled to the highest |evel of
data contai ned wthin.

g. Cipher lock combinations and El ectroni c Badgi ng Access Control System
(EBACS) badges will not be given to anyone.

h. The SIPRNET terninal will not be vacated while in operation. Wen |eaving
the SI PRNET Terminal area, ensure the area is clear of all classified information,
term nal shutdown, and door securely | ocked.

| certify that the above information is correct to the best of ny know edge and

wWill conmply with the terns of this agreenent. | certify that the security
requirenents identified in references (a) and (b) will be followed and that ny
security clearance and access is correct. | agree to notify NAVPERSCOM ( PERS- 341)

and | SSM i mredi ately of any action taken to revoke or downgrade ny security
cl ear ance.

USER NAME ( PRI NT) DATE

User Signature

NAVPERS 5239/ 6 (01/01)
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